Annex 1


Cyberbullying - Cyber Dictionary



Make the correspondence between the two columns:


	Nr.crt.
	Term
	Definition / explanation

	1. 
	Confidentiality (privacy)
	abbreviated from the "Internet Label" or "Network Label" means Internet manners.  


	2. 
	Unlabeled (netiquette) 

	using the Internet to send or post messages or images that are intended to hurt or mistreat another person.


	3. 
	Copyright (copyright) 

	the ability to control what information I disclose about you on the Internet and who can access this information.


	4. 
	 Virtual intimidation

	the legal right to copy, publish, sell or distribute an original piece of work, such as a book, song, or photo.


	5. 
	Virus protection (virus protection)
	use a website that allows people to talk, make new friends, share interests, photos, videos, links, ideas.


	6. 
	Plagiarism (plagiarism)
	preventing computer virus infection by using special software.


	7. 
	Socialization (Social Networking)
	the act of using words or ideas of another person as if they were their own.












Annex 2


Wrong or fair cyber choices?


Group nr. 1

	Case
	Expected answer
	Definition

	1. Angela is passionate about science. On a weekend, she found a children's science site. To be able to download the games, she had to fill in the name and address, but did not think the application was absurd, especially since she was browsing a children's site. She filled out the requested information and was able to play very exciting games.

	Angela made the wrong decision. 
The right to privacy is breached. Information about yourself or your family should never be disclosed: telephone number, address, school name, name, etc.

	• Confidentiality (privacy): the ability to control what information  disclose about you on the Internet and who can access this information.





Group nr. 2

	Case
	Expected answer
	Definition

	2. Antonio just moved from Italy. He has made a lot of friends, but Mihai is not polite and makes fun of his accent. One day, Mihai used the computer to draw an evil image of Antonio and distributed it to everyone in the classroom. Cosmin saw him before anyone else and told the teacher. The teacher assured himself that everyone had deleted the message and met Mihai to talk about his actions. 

	Cosmin made a good decision. It was fair to report Antonio's slander online. To make fun of other people online through pictures or in writing is not funny. It can hurt your feelings and get into trouble. 

	• Virtual intimidation (cyberbullying): using the Internet to send or post messages or images that are intended to hurt or mistreat another person.





Group nr. 3

	Case
	Expected answer
	Definition

	3. Cristina stayed late after school to work on the computer. When she left, she saw that Ema forgot to make Log off her computer. Without looking at Emma's account, Cristina made Log off and told her about the situation the next day. 

	Cristina made the right decision. 
Cristina has good computer manners because she has not looked at Emma's account, she assured herself that no one else could look at her, and she told Ema of what happened. 

	• Unlabeled (netiquette): abbreviated from the "Internet Label" or "Network Label" means Internet manners.  





Group nr. 4

	Case
	Expected answer
	Definition

	4. Ana's teacher asked the class to produce a project about plants and flowers in the area that consisted in writing a report that included pictures that students had personally made. Ana wrote the report at the last minute and did not have time to take pictures, so she only used some images she found on the Internet and said she did them. 

	Ana made the wrong decision. 
Copyright infringement means getting the result of someone else's work and claiming that you belong to. Only copyright owners have the right to reproduce their own work. 

	• Copyright (copyright): the legal right to copy, publish, sell or distribute an original piece of work, such as a book, song, or photo.






Group nr. 5

	Case
	Expected answer
	Definition

	5. Stephen searched for information on a computer in the school library when a message came out saying that virus protection software would expire if the new version would not be downloaded. Even though all students were told not to upload or download anything from computers because they were connected to the school network, Stephen clicked on the "Update Now" button and downloaded the new version. He imagined he would be with a less-updated computer by the school.

	Stephen made an erroneous decision. 
Even though downloading antivirus protection for a computer is generally a good thing, Stephen was told not to download anything. More announcements - even those that appear to be important - contain hidden viruses. Stephen should inform a school official of the message. 

	• Virus protection (virus protection): preventing computer virus infection by using special software.





Group nr. 6

	Case
	Expected answer
	Definition

	6. The last reading of the year had to be done urgently by the next day, and Oana was in a time of crisis. She decided to find information on the Internet. In a few minutes, Oana visited about 15 different sites. She just copied a little bit of information from each page, changed a few words here and there, and the theme was ready. 

	Oana made the wrong decision. Plagiarism means taking someone's words or ideas and using them as if they were yours. She wrote the work only using the work of others, but she pretended to write herself and did not tell where she took the information.

	• Plagiarism (plagiarism): the act of using words or ideas of another person as if they were their own.





Group nr. 7

	Case
	Expected answer
	Definition

	7. Maria and her school friends follow their favorite band on a social networking site. One day, Maria decided to contact the drummer to tell him how much he likes the band. She was surprised when the drummer, an adult, responded to the message and asked for the phone number she gave him.

	Maria made a bad decision. 
Social networking sites focus on relationships.  Scammers and online predators sometimes use these sites to find their victims. The band must from the band should not have asked a teenager the phone number and Maria should not have sent the personal data to a stranger on the web. 

	• Socialization (Social Networking): Using a website that allows people to talk, make new friends, share interests, photos, videos, links, ideas.











































Annex 3



Case Study




Read carefully this harassment case reported on Helpline Sigur.info (031 80 80 000):	

Hello! Surely most have an active account on Facebook. Something very strange happened to me. I have my secure account well and I do not even have up to a hundred friends. About a month ago I received a request for friendship from a stranger, a man. Although I do not accept any requests, I accepted ... so curiously. After that, he sent me some strange messages insisting on chatting with him. Of course I deleted it right after a day. 
That was all! Since then, all of my messages have been sent from different false and even worse accounts, even created a fake account with my data and some of my pictures. 
I am constantly harassed and threatened by this stranger. Please tell me what I can do!



Name the actions you should take:
Group 1- victim;
Group 2- abuser;
Group 3- witness / witnesses;
Group 4- the victim's family;
Group 5- school;
Group 6- police;
Group 7- friends of the victim.









