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In order to perform in the present society, contemporary man must manifest behaviors and attitudes specific to a complex set of life skills. The great volume of information, diversity and richness of offers in all areas of interest, for any age of existence, requires the use of critical thinking, self-knowledge, the ability to make decisions specific to a healthy lifestyle and a harmonious cohabitation. In order to adapt to the requirements of this society, the current European education must take into account the challenges posed by the alarming use of the computer environment.

The optional course The Virtual Universe We Want is developed in The Virtual Universe We Want project, which, according to the fifth objective, is a final product: the decrease of the number of cases of cyberbullying by the implementation of a course optionally in each partner school, at at least 20% of the number of pupils in each partner school.


Skills chosen to be developed in one hour per week have been defined as major needs in educating students by different specialists who have participated in the project.


The role of this discipline is both informative (it provides the student with information on the rules of good behavior in the use of the virtual environment) as well as formative and educational (they form perceptual attitudes by developing and educating students against virtual aggression). The approach of the virtual universe will be realized from a theoretical but, above all, actional perspective.

The optional is addressed to students in pre-university education, which can be approached at all levels of schooling, starting with the primary cycle. The content proposed to be studied in this optional course is particularly aimed at students in the lower cycle of the high school, and the overall focus on Internet safety is addressed from three perspectives (school-student-parent) in the involve the most important decision-makers in the formation and education of students.


By pursuing this optional course, similar to the purpose of the project, student awareness and education about the risks of Internet surfing as well as safe and responsible use of online technology are pursued. This goal involves the development of the skills and aptitudes required for the pupils to be adapted to the present society, of the skills needed for the European citizen, who is seen living in an area without frontiers, where skills such as the practice of tolerance and understanding cultural diversity. Last but not least, one of the eight areas of competence identified by the Recommendation of the European Parliament and of the Council of the European Union on key competences for lifelong learning (2006/962 / EC) is digital competence.


The course proposes an interdisciplinary approach to content as it pursues the development of various competences, starting with digital, linguistic (international communication), interrelation and cooperation, decision-making, teamwork and facilitating active learning among students, learning through practical experiments, non-formal learning, etc.


The dimensions that configure the specificity of the optional discipline are: focusing on adaptive behavior training, capitalizing / creating learning situations that translate pupils into real life, and making connections between the competencies specific to disciplines in the common trunk and digital competences.

The basic principles that guided programming are:

• The principle of relevance: competences and content are correlated with students' actual developmental needs;

• The principle of diversification: learning strategies and situations are diversified and tailored to the specifics of the pupil group;

• The principle of transfer: links between learning activities within formal and everyday life are made.


The structure of the optional school curriculum The Virtual Universe We Want has the following components:

• Presentation note of the purpose of the optional and the specific European legislation emphasizing the importance of discipline, fundamental principles and values, as well as its peculiarities;

• General skills;

• Values ​​and attitudes involved in general and specific skills;

• Specific competences and associated contents;

• Methodological suggestions to guide teachers in implementing this program to deliver teaching, learning and evaluation activities in line with the program's values, attitudes and competences.

• Evaluation types;

• References.

1. Know and apply behaviors to prevent and combat virtual aggression.

2. Know the rules of good behavior in the use of the virtual environment.

3. Awareness of students and parents about the dangers of Internet surfing.
4. Developing documentary autonomy through research and documentation on the Internet.

• Orientation towards a quality life;

• Respect for himself and others;

• Valorizing communication and interpersonal relationships;

• Adapting and opening up to change;

• Critical use of information;

• Flexibility and responsibility for your own decisions;

• Autonomy in thinking;

• Participation in social and community life;

• Acceptance of differences and diversity;

• Civic Responsibility.

1. Know and apply behaviors to prevent and combat virtual aggression.
	Specific competences
	Contents

	 - Define the term cyberbullying by analogies and examples.

- Identify the forms under which aggression can be manifested in the virtual environment.

- Discovering the causes that encourage aggressors in choosing victims on the Internet.

- Debate and argumentation of risk situations by calling logical deductions or role-playing (detective).

- Issuing opinions, suggestions and useful tips to avoid the risk of becoming a subject of virtual aggression.
	Cyberbullying - definition, forms of manifestation.

Behaviors that risk becoming a victim of cyberbullying.
Study case: Internet popularity price.



	- Identifying the effects of cyberbullying on victims.

- Developing the ability to recognize alarm signals in real-life situations of virtual aggression, either on their own person or on those in the group of friends.
	The effects of cyberbullying on victims.

Study case: Amanda Todd



	- Identify the many implications that come out of the main role of social networks.

- Know the basic rules for securing access accounts in social networks.

- Expression of beliefs about friendship on the Internet.

- Identifying the hazards to which young people are exposed, ignoring the importance of confidentiality and the security of personal data.

- Developing confidence and self-esteem by refusing to challenge the challenges of the virtual environment.
	Social networks - a necessity of the world we live or the way of interrelation?

Study case: I ​​choose to communicate safely! / Exposure to real identity.

Friends in the virtual environment.

Study case: Is there trust in the virtual environment?



	- Making correct, reasoned judgments about the pro and free spending of the free time by taking actions in the virtual environment.

- Awareness of the effects the Internet can have on the normal development of children's minds, behavior and style of relationship with peers in real life.
	Influence of video games on children's behavior.

Internet- Advantages vs. dangers.



	- Making the semantic distinction between hackers and crackers.

- Identify the circumstances in which experienced software users can commit fraud to improve programs and not to destroy them. 
	Hackers and crackers - code / password breakers and computer systems.



	- To comment on the topic of an artistic film with a theme related to the proposed course, in order to develop the critical spirit and ethical value judgments on the human intelligence / artificial intelligence.


	Artificial intelligence - virtual world in search of lost humanity.

Study case: Watching the movie Ex-Machina



2. Know the rules of good behavior in the use of the virtual environment.
	Specific competences
	Contents

	- Practical application of the rules of safe use of the Internet.

- Designing a Good Behavior Policy on the Internet. 
	Child safety rules on the Internet.

Rules for the use of personal data.
Good behavior on the Internet.


3. Awareness of students and parents about the dangers of Internet surfing.

	Specific competences
	Contents

	- Increasing the pupils' interest in communicating in the family, in the sense of their own information, as well as the cooperation / documentation with parents about Internet safety.

- Parents' knowledge and access to parental control programs.

- Familiarize Internet users with security settings for personal accounts and identification data. 
	Parents well-informed allies of children / young people against virtual aggression.

Parental control programs.



	- Effective information through independent documentation and teamwork to disseminate actions taken globally to control and stop virtual aggression.

 - Identification of legal measures adopted at national and international level.
	Virtual aggression is punishable by law.

Fight against cyberbullying - action with global interest.



	- Knowing the competent forums to report cases of aggression in the virtual environment.

- Showing solidarity towards the victims of virtual aggression.

- Active participation in actions to disseminate and promote the fight against virtual aggression.

- Involvement in campaigns to discourage cyberbullying. 
	Rehabilitation of victims of virtual aggression. Support organizations.

Events / Campaigns to promote safety on the Internet.




* Note: The content will be addressed from the perspective of specific associated competencies.


In order to acquire the proposed content and to develop the competencies concerned, it is recommended to use various methods and means of teaching that highlight the interdisciplinary approach and the involvement of pupils in reflection and debate, documentation and problem-solving, careful observation of the context that generates the phenomenon of virtual aggression in today's world.


In addition to recourse to modern technical means and strategies involving access to online data / information, it is advisable to operate with up-to-date teaching tools, wherever possible, which enables students to have direct contact with the virtual environment, learning and learning from personal experiences under the supervision of the teacher, safe ways to use the Internet and enjoy the facilities it provides to users. It is important to encourage young people to ask and accept guidance from the teacher or specialists, even in personal situations, if they involve the personal exposure of personal data, which inevitably draws a risk.


Therefore, didactic methods that support effective communication during the activities carried out should not only pursue the development of digital competences but rather the formation of interrelational competences, the development of self-confidence in the conditions of adopting a preventive attitude, on identity security and even the development of skills to manage emotional crisis situations.


Given that it is desirable not to have actual cases of virtual aggression in the group of students for whom this optional course is proposed, it is possible to resort to exemplifying the contents of the curriculum based on case studies, questioning students about the issues under discussion: Cyberbully (https://www.youtube.com/watch?v=fZU WlgRhklI), Cyberbully (2011), Cyberbully (2015), Ex Machina (2015), Nerve (2016) ), Virtual Revolution (2016).


Will be encouraged student responsibility for careful observation and alert of virtual aggression alert by making suggestive printscreen captured while they are accessing social networks, and analyzing the validity of the established situations within the hours of the course.


Also, in collaboration with specialized anti-aggression institutions in the virtual environment, seminars can be organized, special invitations can lecture, open workshops, conferences or teleconferences, thus directly involving the virtual environment.


With regard to the assessment of skills developed by pupils, it is possible to take into account individual documenting activities, projects in the form of posters, posters, spots to promote the fight against cyberbullying or to raise the awareness of young people about the dangers existing on Internet. At the same time, it is recommended to work on groups in order to develop a good Internet behavior, collaboration and teamwork for the follow-up campaigns of the Erasmus + The Virtual Universe We Want project, participation in actions to disseminate the results of the activities and the research undertaken during the optional course, etc.


The evaluation process will focus on:

- the direct correlation of the assessed results with the specific competences covered by the curriculum;

- valorisation of learning outcomes by reporting to each pupil's school progress;

- the use of various communication methods for school results.

Resources to support the course:

· http://www.cartoonnetwork.ro/security-tips
· http://www.did.deliberating.org/languages/documents/Lessons_Cyberbullying.pdf
· https://en.wikipedia.org/wiki/Cyberbullying#Cyberstalking
· https://books.google.ro/books?id=vUg5NGU2lEcC&pg=PT121&lpg=PT121&dq=cyberbully+cinemagia&source=bl&ots=sZV7FvXoPe&sig=NlLDuNlh7rcJAjMWoeDzVclDvs0&hl=ro&sa=X&ved=0ahUKEwj71LzXp-nWAhVkApoKHR2zASgQ6AEIXTAK#v=onepage&q&f=false 
· http://ro.lady-magazine.com/baby-children/10-of-the-rules-of-information-safety-of-children-on-the-internet.html
· https://us.norton.com/internetsecurity-kids-safety-what-is-cyberbullying.html
· http://www.ncpc.org/topics/cyberbullying/what-is-cyberbullying
· https://www.stopbullying.gov/cyberbullying/what-is-it/index.html
LESSON PLANS:
I. CYBERBULLYING : THE EFFECTS OF CYBERBULLYING ON VICTIMS
MAIN OBJECTIVES: THIS COURSE AIMS INCREASE STUDENTS, PARENTS AND TEACHERS AWARNESS ABOUT THE PHENOMENON BY PROVIDING THE METHOD AND TOOLS TO BUILD A POSITIVE SCHOOL ENVIRONMENT AND TO PREVENT AND REDUCE CASES OF BULLYING OR CYBERBULLYING. 

TARGET AUDIENCE: THIS COURSE IS OPEN TO: TEACHERS, STUDENTS, PARENTS, SCHOOL CARETAKERS.

METHODOLOGY: THE PEDAGOGICAL METHOD THAT IS USED IS BASED ON GROUP AND PEER ACTIVITIES, LEARNING BY DOING, STUDY CASE

PLANNING : THE COURSE IS EXTRACURRICULAR – THE PARTICIPANTS WILL MEET ONCE A WEEK FOR 1 MONTH

LESSON PLAN

STEP 1. PERFORMANCE NAMED “FACEBULLYNG” 

GROUP WORK 

FIRST GROUP- INTERNET RESEARCH ABOUT THE FOLLOWING INFORMATION:

· DEFINITION AND ORIGINS OF THE WORDS; BULLYING AND CYBERBULLYING

· ANALOGIES AND DIFFERENCES BETWEEN BULLYING AND CYBERBULLYING

· DATA ON THE PHENOMENON ON NATIONAL LEVEL (TYPE OF BULLYING, COMMON SETTINGS, AGE AND NUMBER OF VICTIMS, NUMBER OF EVENTS, CONSEQUENCES)

SECOND GROUP- INTERNET RESEARCHES ON:

· INTERESTING NEWSPAPER ARTICLES ABOUT THE PHENOMENON (3-4)

· EXPERTS ON INTERNET SAFETY (POLICE, PSYCHOLOGISTS, LAWYERS, CHARITIES)

THIRD GROUP – INTERNET RESEARCH ON:

· SAMPLE QUESTIONNAIRES ON THE PHENOMENON

· SONGS ABOUT DIVERSITY “BEAUTIFUL”

STEP 2.  PREPARATION OF EDUCATIONAL MATERIALS 

FIRST GROUP PREPARATION OF A POWER POINT PRESENTATION CONTAINING THE MAIN INFORMATION ABOUT THE PHENOMENON 

SECOND GROUP PRESENTATION OF THE RESEARCHES MADE ON THE TOPIC WITH A BRIEF DESCRIPTION OF THE SELECTED ARTICLES, PERFORMANCES AND FILMS. PREPARATION OF A PASSAGE TO SEND TO EXPERTS IN ORDER TO HAVE AN INTERVIEW OR A LECTURE AT SCHOOL

THIRD GROUP PREPARATION OF A QUESTIONNAIRE COMPOSED OF ABOUT 10-20 QUESTIONS LINKED TO THE SCHOOL ENVIRONMENT; CLASSES TO INVOLVE IN THE QUESTIONNAIRE; PREPARATION OF A LETTER WITH ALL THE INFORMATION ON THE QUESTIONNAIRE THAT HAS TO BE ANONYMOUS

STEP 3 PRESENTATION OF PRODUCTS

FIRST GROUP PRESENTATION OF A POWER POINT PRESENTATION CONTAINING FACTS AND FIGURES OF CYBERBULLYNG

SECOND GROUP SPEECH 0R INTERVIEW MANIFESTO INCLUDING CONTENTS FROM PROJECT PARTNERS COUNTRIES RESEARCH (WEBLIOGRAPHY AND BIBLIOGRAPHY SHARED)

THIRD GROUP QUESTIONNAIRE COMPOSED OF ABOUT 10-20 QUESTIONS LINKED TO THE SCHOOL ENVIRONMENT, INCLUDING A COVER LETTER DESCIBING THE PROCEDURE AND TARGET (FILLING IS ANONYMOUS).

STEP 4. DISSEMINATION OF PRODUCTS/RESULTS

EACH GROUP WILL BE ESPONSIBLE FOR SHARING AND EDITING THEIR CONTENTS AND PRODUCT ON INTERNAL AND EXTERNAL SOCIAL MEDIA. 

PRODUCTS AND THEIR CREDITS WILL BE SHARED ON WEB REPOSITORIES AND DEDICATED WEBSITES (SCHOOLS’WEBISTES, PROJECT WEBSITE, ETC.).
II. CYBERBULLING: CYBERSTORING
Aim: Encourage students to think about the causes and consequences of the terrorization on the Internet in the environment and in real life.

Materials Required: Written Cards, Worksheet "Cyber ​​Toning"

Pupils age group: grade 5-9

Duration of the study project: 40 min

Introduction

Students freely express themselves . Each classroom student receives a sheet with the words 'information search', 'image processing', 'distance learning', "Storing Information", "False News Distribution," "Threat Letters," "Hateful comments "and so on. Pupils receive a task - in complete silence, only by showing their name to the other students and reading words of the other students  within 5 minutes, after that -  grouping in 2 groups. When the group is finished, the pupils read their names and decide how the group can be called - positive and negative on the Internet.

Discuss the following issues in the classroom:

How can terrorism be manifested?

Recommended answers: Physical Impact; Wailing; Flooding; Intimidation; Lowering

How can Internet bullying be manifested?

Recommended answers: Distribution of false news; Threat Letters; Wailing; Publication of degraded images and information; Hateful comment writing; Anonymous letters

What could be the basis of terror?

Recommended answers: Nationality; Ethnicity; Gender; Appearance; Financial position; Personality peculiarities

After the conversation, each pupil creates his "cyber-terrorist" definition, writes it on a paper sheet  and leaves space for comments of the other students. Pupils put the paper sheets on the wall and students can read and write comments to each other

This discussion is organized for a long time period.

Main part

Divide the class into groups, divide one problem into each group from

Worksheet No.1 "Cybertherapy".

Give time for groups to discuss the best solution for the given situation.

Invite each group to present their problem and their solution to the problem.

Closing

Student individually receives Worksheet No.2 "Advice Line" and chooses one of the letters to answer and write a reply. 4 students (or 4 pupil pairs) are selected, who feels like writing letters and 3 pupils and teachers who will listen to answers and who will give comments .

Worksheet No.1: Cybertherapy

Some kind of schoolboy birthday party a game was played "Truth or Dare". Janis choses the risk and he is challenged  to kiss on of the guys from the party.  John did not want to be coward and get out of the game.

Janis gives a quick kiss to Nauris. Unfortunately someone was able to take apPicture of the kiss  fast enough to spread it on the social sites. Janis is desperate and does not know what to do. He fears that this picture can also affect his future plans to become a lawyer.

Anna’s ethnicity belongs to the Roma people. Since birth, Anna have lived in Latvia and consider herself as a true Latvian. Anna plays florbol and she wants to be in Latvian national women’s teaml, but  on the website  on the lists of candidates appeared anonymous comments that says that Anna is not Latvian  so she can’t be in the team. Anna received a statement that she got into the team but now she does not know whether agree to become a member of the team or not. Anna is afraid that such comments will be recieved more and more often.

Christian with his friends always jokes about each other on the Internet. However Christian friends  have gone too far because they have  changed Christian’s social network password and from his profilewrites inappropriate letters to schoolboys. Somehow all the girls from the school spreads anger all over Christian and does not believe him that he did not write the letters. Christian could deal with the girls and Their anger, though many girls have already begun complain to their parents and even teachers.

Worksheet No 2: "Advice Line"

Letter No 1

Hi! I am in deep trouble. A very strange girl learns in our class, let's call her a Anne, who is dressing childish, is smelly and acts weird around the others. Anna is a nerd and she gets the best grades in all subjects. All the teachers likes her, but all her classmates are hating on her, so we created a group of friends on the draugiem.lv portal, where we talk about how much we hate Anne and how annoying she is. Anne learned about this group and told about the group to her parents, as the teacher said yesterday that there will be a parental meeting about the cyberbullying of the classmates. I'm very scared that my parents will find out that I am involved in this group and will punish me. What shall I do?

Zeltenite

Hello, Zeltenit! I suggest you do the following: Remember that you can always ask for the advice from an adult you trust! But if not, then be sure to write to me.

Your faithful counselor

Letter 2

Hey! I have a problem. My best friend just broke up with her boyfriend, who is one year older than us. For the revenge, he has sent a picture to all his classmates, where we can see my best friend only in the underwear. Everybody in the school calls her a slut and is looking strangely. When I walk together with her in the school hallways, I feel uncomfortable. She’s not going to the school anymore. It is hard to see my best friend in a pain. How can I help her?

Kika

I suggest you to do the following: And remember that you can always ask for the advice from an adult you trust! If not, then be sure to write to me.

Your faithfull counselor
III. CYBERBULLING: LET’S FIGHT CYBERBULLING TOGETHER
Aims: 

· To develop speaking skills, reading, writing use of English skills.

· To develop IT skills with the help internet and different computer programs.

· To present theoretical material on cyberbullying, its types.

· To lead students to a knowledge about consequences of cyberbullying with the help of practical activities.

· To expand active and pasive vocabulary.

Assessment: Cumulative 

Development of competences: 

· Students will be able to describe the concept of electronic bullying, identify electronic bullying and its consequences.

· They will identify ways to protect themselves against cybebullying, know rules of safe online behavior.

· Students will  master the vocabulary of the subject and develop linguistic competence.

· Students wil be able to express their thoughts in a foreign language, interact with each other, develop practical abilities and peer-to-peer learning competences.

Methods: ppt. presentation, teamwork, individual work, work with IT.

	Activities
	Time
	Notes

	Greeting. Announcement of Lesson‘s topic, goals, objectives.

Material on cyberbullying presentation. 
Practical activities. Filling up of „My online portrait“.

Online investigation. 

Completion of the online test „Stop Cyberbullying“. https://www.proprofs.com/quiz-school/story.php?title=stop-cyberbullying
Reflection.

Farewell.

	2 min. 

5 min. 

10 min. 

15 min. 

7 min. 

5 min. 

1 min. 


	Ppt. presentation with lesson‘s topic, goals, objectives. Tell the students the evaluation system.

Show students ppt. presentation on cyberbullying. Discuss the material with the class. Ask students if they know cyberbullying ways, means and responsibilities. Present material in English, translate into native language if necessary.

 Explain the task. Students have to fill in their internet activities summary. Students fill up „My online portrait“ in word document in pairs. Discuss their answers with the whole class.

Present the following questions to the class: How is bullying in person different from cyberbullying (for example, you can cyberbullying someone else 24 hours a day, 7 days a week)?

What are the effects of cyberbullying on people?

What are the warning signs of cyberbullying?

What are ways in which people are cyberbullied on the Internet?

What can people do to protect themselves from cyberbullying?

Are boys or girls more likely bully other kids?

Are people who are bullied more likely to suffer from depression or die by suicide? 

Students try to find answers online. They work in pair. They write answers in word document. Discuss the answers after the task.

Students have a link for test in their computers. They copy it and complete the test. Discuss each question with the whole class.

Discuss reflection questions with the whole class: In your opinion, did we succeed to achieve lesson‘s goals?

What were some things you did really well today?

What did you learn today?

Were the information during the lesson known/new to you?

What problems did you encounter during the lesson?

What things would you change in this lesson? 

Say students their marks for the lesson.


IV. CYBERBULLING: DEFINITION, FORMS OF MANIFESTATION
Aims: 

· To develop speaking skills, reading, writing and use of English skills.

· To lead students to a knowledge about cyberbullying, its ways, means and consequences with the help of practical activities. 
· To suggest ways young people can behave positively in cyberspace, to promote active participation, communication and group discussion.

· To expand active and pasive vocabulary.

Assessment: Cumulative 

Development of competences: 

· They will know the definition of cyberbullying, its ways, means and consequences.

· Students will understand spoken language and will be able to accomplish video comprehension activities.

· Students will  master the vocabulary of the subject and develop linguistic competence. 

· Students wil be able to express their thoughts in a foreign language, interact with each other, develop practical abilities and peer-to-peer learning competences.

Methods: ppt. presentation, teamwork, individual work, work with IT.

	Activities
	Time
	Notes

	Greeting. Announcement of Lesson‘s topic, goals, objectives.

Ice-breaking activities. 
Group work „Defining cyberbullying“.

Video material comprehension. http://learnenglishteens.britishcouncil.org/study-break/video-zone/cyberbullying-lets-fight-it-together
Discussion. „How to keep cybersafe“

Reflection.

Farewell.

	2 min. 

5 min. 

12 min. 

10 min. 

10 min.

5 min. 

1 min. 


	Ppt. presentation with lesson‘s topic, goals, objectives. Tell the students the evaluation system.

Divide class into small groups (3 – 4 students per group) and give them three minutes to come up with as many words or short sentences as possible related to Cyberbullying. The words must start with the letters that spell CYBERBULLYING. Encourage students to be as creative as possible. Give some examples for students. When time finishes ask groups to present their answers.
Present short information on „What is Cyberbullying?“ Divide into groups of 3 or 4. Give students a sheet of paper and pencils, markers or felt-tip pens. Student discuss the definition of the cyberbullying and try to visualize it.

Encourage each group to come up with a definition about cyberbullying, or key phrases, that explore the act, method and consequences. When task is finished students present it to the whole class. Each group to make one overall definition.

Give students handouts with video comprehention exercise. Explain the task students have to do while watching video. Discuss the video content with students afeter watching. Check video comprehension exercise.

Take a  big sheet of paper and clip it on the whiteboard. Brainstorm with

the class and and write ideas on it. Try to make it as rules. (e.g. Treat others with respect and expect them to do the same;  Keep passwords a secret etc. Present the rules the whole class.

Discuss reflection questions with the whole class: In your opinion, did we succeed to achieve lesson‘s goals?

What were some things you did really well today?

What did you learn today?

Were the information during the lesson known/new to you?

What problems did you encounter during the lesson?

What things would you change in this lesson? 

Say students their marks for the lesson.


V. CYBERBULLING: HACKERS AND CRACKERS
	Time
	45 min.

	Age
	9-11

	Theme
	Hackers and Crackers

	Errand the lessons
	Show differences between hackers and crackers and learn about the principles of using Internet.

	The light of the lesson
	· Presentation the problem of hackers and crackers

· What are the differences between them?

· How to prevent them?

	Exercise for students
	· “Worming up” the students from the letters of the subject of the lesson create words.

· “Summary” the students match definitions to the right people

(for example a hacker and his definitions)

	Teaching Aids


	· Links to movies:

https://www.youtube.com/watch?v=h5_Q7dbaJDE
https://www.youtube.com/watch?v=HxySrSbSY7o
https://www.youtube.com/watch?v=JdfmV2KW11I
https://www.youtube.com/watch?v=DKzi5CYNFAg
· Colorful cards with letters

· Working card with definitions about our theme


Course of lessons

1. Welcome 

2. “Worming up”

3. Present a short film from teaching aids.

4. Discussion of the differences between hackers and crackers 

5. Demotion in a table on drub the difference.

6. Present the next short film from teaching aids.

7. Answer with students for question “How to prevent then?”

8. “Summary”

9. Summary of the task

10. The end 
	Who are Hackers?
	Who are Crackers?

	A person, who searches and uses gaps in the security system of the device. He can also gain access to the secured data with them.  
	Cracker is a person, who breaks the security system of a device. There are two categories of Crackers actions:

· Breaking closed programs defenses

· Breaking servers defenses system    

	What dangerous situations can Hackers cause ?
	What dangerous situations can Crackers cause ?

	They endanger with a possibility of losing your data and accounts bound to the device.  
	Crackers cause permanent damage to the devices defenses system. 


How to protect yourself from Hackers and Crackers?

- Don’t share your device’s IP

- Create passwords to your Wi-Fi 

- Install additional security programs

- Avoid suspicious links  

VI.  CYBERBULLING: VIDEO GAMES
	PREREQUISITES


	SUMMARY
	MATERIAL NEEDED

	
	Debate about “Hobbies and virtual environment – Video Games”.
	

	GOALS


	STRATEGY

	· Collaborate on the project ERASMUS+ “THE VIRTUAL UNIVERSE WE WANT”.

· Reflect on the results of the quiz and about the behavior patterns of the people with this addition. 


	Brainstorming

	OBSERVATIONS



	

	


VII. CYBERBULLING: FIGHT AGAINST CYBERBULLYING - ACTION OF GLOBAL INTEREST
General competence:  Awareness of students and parents about the dangers of Internet surfing.
Operational objectives:   At the end of the activity students:
Oo1: to communicate in the family in the sense of their own information, but also to the cooperation / documentation with parents on Internet safety; 
Oo2: to be effectively informed through independent documentation and teamwork to disseminate actions taken globally to control and stop virtual aggression;
Oo3: to identify the legal measures adopted at national and international level against virtual aggression
TEACHING STRATEGIES:

- METHODS AND PROCEDURES: explanation, heuristic conversation, questioning, systematic and independent observation, independent activity.

- MEANS AND MATERIALS: laptop, questionnaire, flipchart, video projector

- BIBLIOGRAPHY:

http://www.wikipedia.org 
http://mediawise.ro/plan-de-lectie-cyberbullying-nu-multumesc/
http://mediawise.ro/wp-content/uploads/2017/05/Plan-de-lectie-Cyberbullying.pdf 
	The sequences of the lesson
	T.
	Ob.
	Essential content elements
	Teaching strategies
	Evaluation

	
	
	
	Teacher's activity
	Students activity
	Methods
	Resources
	

	Organizational moment
	2'
	-
	- Ensures that students are ready to begin the lesson.
	- They're getting ready to start work.
	-
	-
	-

	Announcement of lesson subject and operational objectives
	3'
	Oo1
Oo2 Oo3

	Announces lesson title The fight against cyberbullying - action of global interest and presents the operational objectives.
	- they get to know the operational objectives. 
	-Explication
	- Laptop.

- Video projector.

- Flipchart
	Systematic observation

	Ice Breaking Exercise
	5'
	Oo1
Oo2 Oo3

	The teacher discusses the notion of bullying with a story about two apples 
	- Listen to the teacher's story and provide answers. 

- Request additional explanations. 
	-Explication; 

- Front activity.
	- the story of the two apples (appendix 1)-Flipchart.
	Systematic observation

	Presentation of the lesson content
	30'
	Oo1
Oo2
Oo3

	- there are talks about bullying. 

- What is bullying?
- A possible simplified explanation for students. 

- How does a victim of bullying feel?
- What can you do when you're intimidated? But when do you see another colleague is intimidated?
- It explains to students that they will learn about a new type of bullying that takes place on the Internet: online bullying or cyberbullying.

- I explain how students can respond to online harassment
	- Listen to the teacher's instructions
- Ask questions to better understand the information presented. 

- I share my personal experiences. 


	-Explication; 

-Expunerea;

- Front activity. 

- Heuristic conversation. 
	- appendix 2

- sheet Cyberbullying
- Laptop.

- Video projector.

- Flipchart
	Systematic observation 

	Get feedback
	5'
	Oo1
Oo2 Oo3

	- Recapitulates the essential elements of the lesson.

- Ask questions to evaluate the understanding of the lesson content.

- Asks students to tell what they liked at the lesson. 
	- Synthesize the essential elements of the lesson.

- I answer the teacher's questions
- Verbalize what they liked at the lesson. 
	- Front activity.
	- Laptop.

- Video projector.

- Flipchart
	Systematic observation 
Independent observation


Exercise to capture attention
Taken from Rosie Dutton, Relax Kids Tamworth, Birmingham. 

[image: image2.png]



Choose two apples that look the same. Hit one of the apples several times, but be careful not to see the bruises on the outside. Children should not know from the beginning that the apple has been hit. Show them the two apples and ask them to describe them. It should be noted that both apples look good and look good to eat. 

Show them the beaten apple and tell the children that you do not like it at all, that it looks disgusting, that it has a horrible color, that it has a too short trunk etc.. Walk the apple to each pupil and ask him to say ugly things. Then show them the second apple (the naked) and tell them to say only positive things: what a beautiful color you have, what you look good, look very tasty, etc. 

Apples still look the same on the outside, but when you cut them, kids will be able to see that the apple with which they spoke badly has damage. Just as with this apple, people can be hurt inside when we address them to ugly words. These wounds are not seen outside, but they exist. You can then explain how you intentionally hit the apple to create this effect. 

A person we're hurt will feel hurt, but he will not always look. Just as the apple's damages can not be seen from the outside. But insults and negative messages leave traces inside.
VIII. CYBERBULLING: VIRTUAL AGRESSION IS PUNISHABLE BY LAW

Lesson purpose: reducing cases of virtual aggression among students

Lesson type: teaching and consolidation lesson

 

General skills: 

Knowing and applying behaviors to prevent and combat virtual aggression.

Knowing the rules of good behavior in the use of the virtual environment.

Awareness of pupils and parents about the dangers of Internet browsing.

Developing information capacity through research and documentation on the Internet.

Specific skills: 

Efficient information by independent documentation and teamwork to disseminate global actions to control and stop the virtual aggression 
Derivative skills:
C1- defining the concept of virtual aggression;

C2- forming the skills of the use of information programs on the laws in force;

C3 - students' access to information about virtual aggression;

C4 - identification of the legal measures taken globally to control and stop virtual aggression.

Teaching methods:  conversation, explanation, demonstration, exemplification, exposure, systematic and independent observation.
Learning tools and intuitive material: Good Practice Guide for Teachers and Parents, Code of Good Behavior on the Internet, Websites, etc.

Working materials: computer, worksheets, video projector, flipchart, flipchart sheets, etc. 
Forms of organization: frontal and individual activity.

Resources:
1 Official: 

School curriculum for the optional discipline “The Virtual Universe We Want”

Calendar planning

Learning Unit planning

2.Temporale:
Number of lessons: 1

Duration: 50 minutes

3. Bibliographical:
1. Cucoş, Constantin (1996), Pedagogy, Polirom Publishing House, Iaşi.

2. Gold, Jodi (2016), Parents in the digital age. Teach your child how to properly use digital networks and digital devices, Trei Publishing House, Bucharest.

3. Ghica, Vasile (1988), School Counseling and Guidance Guide, Polirom Publishing House.
	The lesson sequences 
	T.
	DS .
	Essential content elements
	Teaching strategies
	Evaluation

	
	
	
	Teacher's activity
	Students’ activity
	Methods
	Working materials
	

	Organizational moment
	2'
	-
	- Ensures that students are ready to begin the lesson.
	- Prepare to start work.
	-
	-
	-

	Title and skills specification
	3'
	 

 

 
	- Announce the title of the lesson and specify the derivative skills and write them on the board / flipchart.
	- Get to know the title of the lesson and the skills concerned.
	- Explanation

 
	- Laptop

- Video projector

- Flipchart
	Systematic observation

	Catching the attention
	5'
	C1
	- Discusses the notion of virtual aggression with a story about a negative case and presents pictures with the exhibition of posters made in the project "The virtual universe we want" - a positive case.
	-Tell the teacher's story and provide answers.

- Requires additional explanations.
	- Explanation

- Frontal activity

 
	- the story of a case (worhsheet 1)

- Flipchart
	Systematic observation

	Presentation of the lesson content
	30'
	C2

C3

 

 

 

 

 

C3

 

C4
	- Discussions about virtual aggression.

- Who do we address in case of virtual aggression?

- A possible simplified explanation for students using.

- How does it feel a virtual aggression victim?

- What are the consequences of online aggression?

- Explains to students that they will learn about the laws in force to stop virtual aggression.

- Explains how students can react to online harassment.


	- Follow the teacher's instructions.

- Presents questions to better understand the information presented.

- Share their personal experiences.

 
	- Explanation

- Exposure

- Frontal activity

- Conversation
	- worhsheet 1

- Virtual Aggression Sheet

- Laptop

- Video projector

- Flipchart
	Systematic observation

 

	Getting feedback
 
	10 '
	C1

C2

C3

C4

 
	- Recapitulates the essential elements of the lesson.

- Test questions to evaluate the understanding of the lesson content.

- Asks students to specify what they liked in the lesson.
	- Synthesize the essential elements of the lesson.

- Answer the teacher's questions.

-Warm up what they liked in the lesson.



	- Frontal activity
	- Laptop

- Video projector

- Flipchart
	Systematic observation

 

Independent observation

 


 
IX.  CYBERBULLING: SOCIAL NETWORKS
	Level
	Period
	Year


	Teacher


	Length

	4th CSE
	1st, 2nd and 3rd term
	2017-2018


	Mercè Mateo


	15 hours

	Field and subject
	Title and justification



	Linguistic field. Foreign languages: English
	Social networks. Since the school is enrolled in an Erasmus project about the prevention of cyberbullying, the sessions included in this plan are going to be given along the school year. 

	Objective
	Core competencies

	To get familiar with the main social networks and practise oral comprehension.
	1, 2, 3, 4, 5

	To identify the characteristics and the many implications that come out of the main role of social networks.
	4, 5, 6

	To know the basic rules for securing access accounts in social networks.
	4, 5, 6 

	To obtain more information about the unit by watching a video on the topic and practise oral comprehension.
	1

	To work in groups to find out information on social networks and practise reading comprehension.
	4, 5, 6

	To express orally the use of a specific social network.
	2, 3

	To get familiar with vocabulary related to cyberbullying.
	1, 2, 3, 4, 5

	To create a questionnaire for students.
	7, 8, 9

	To design and write a guide for students on good behaviour on social networks.
	7, 8, 9 

	To express beliefs about friendship on the Internet.
	3

	To identify the hazards to which young people are exposed, ignoring the importance of confidentiality and the security of personal data.
	4

	To develop confidence and self-esteem by refusing to challenges of the virtual environment.
	6

	To write an essay on the topic. 
	7, 8, 9 

	To watch a film on the topic and practice oral comprehension. 
	1

	To debate on the topic of the unit. 
	1, 2, 3 

	Key Contents

	Oral communication
	Reading comprehension

	Oral comprehension: global, literal and interpretative. (KC1)

Oral comprehension strategies. (KC2)
Oral production strategies. (KC3)
Oral interaction strategies. (KC4)


	Written comprehension: global, literal, interpretative and evaluative. (KC7)
Written comprehension strategies. (KC8)
Information research and management and linguistic search. (KC9)

Selection and evaluation criteria of information. (KC10)

	Written expression
	Literary dimension

	Strategies to plan written expression. (KC11)
Adequacy, coherence and cohesion. (KC12)

Strategies of revision, correction, repairing and presentation. (KC13)
Strategies of written interaction. (KC14)
	

	Knowledge of the language
	Digital competencies 

	Texts in various formats and supports: oral, written, dynamic, audio-visual, multimedia, hypertext, multimodal.(KC20)

Phonetics and Phonology (KC21)
Lexicon and Semantics (KC22)
	DKC5, DKC9, DKC13, DKC14, DKC21, DKC22, DKC24, DK26, DK28



	Relation to other subjects

	 Technology department: they create the questionnaire on Google forms and the guide with Publisher.

	Cross-curricular competencies

	· expressions and cultural consciousness 
· social and citizenship skills
· autonomy and personal initiative
· learning to learn

	Activities  



	Starting activities
	Session 1

· Presentation of the topic, contents of the unit and assessment criteria.

· In order to get familiar with the social networks that exists we watch a video: https://www.youtube.com/watch?v=6oD8Vnl3MAM (Know about Top Social Networking Sites)
· After having watched the video students have to start doing a research on one of the social networks mentioned before or any other they may suggest. 

· They have to create a poster with: the logo, a brief description and basic rules of use of the social network. Afterwards they will have to make a short oral presentation. 
	Individual work 

Groups of four

	Development activities
	Session 3

· Students work on the poster of the social network chosen.
	Groups of four

	
	Session 4

· Students’ oral presentations. After each presentation the other groups can make questions. 
	Groups of four

	
	Session 5

· After having analysed the different social networks presented it is time to make students think about the dangers there are behind, so students have to play with a card game where they have to relate cyberbullying vocabulary with the definitions. 
	Class work 

Groups of four 

	
	Session 6

· Watch a video about the do’s and don’ts when using social networks: https://www.youtube.com/watch?v=hqezbib5qpQ 

· Start creating a questionnaire to do at school about the use of social networks among teenagers. 
	Class work 

Pair work

	
	Session 7

· When each pair has created a questionnaire, the whole class has to agree on one version to pass it to the rest of the students at school. 

· Design the final version of the questionnaire on Google forms with the help of the Technology teacher.
	Class work 

Class work

	
	Session 8

· Design a guide (once we have the results of the questionnaires) in relation to: communicate safely, exposure of real identity and friends on the virtual world 
	Groups of four

	
	Session 9

· Work on the text for the guide.
	Groups of four

	
	Session 10 

· Work on the text for the guide.
	Groups of four 

	
	Session 11

· In the computer room with the help of the Technology teacher students design the guide with Publisher programme. 
	Groups of four

	
	Session 12 

· Finish designing the guide.
	Groups of four

	Summary activities
	Session 13

· At the end of the project students have to think about the following question: Is there trust in the virtual world? 
· In order to show their conclusion on this topic students will have to write an essay. 

· Before starting writing the essay they will watch a video: https://www.youtube.com/watch?v=1TWHsiMYSxw (Think time: teens and social networks)
	Class work

Individual work

	
	Session 14

· Hand in the draft of the essay and leave time in the classroom to share essay on their Padlets.
	Individual work

	
	Session 15

· Finally students watch the film The Social Network. Before watching it we do a little warm-up to check whether they have seen it or not and to check if they know what it is about. 
	Class work 

	
	Session 16

· Watch the film The Social Network.
	Class work

	Assessment criteria 
	Assessment tools

	1. To know and use the new vocabulary of the unit.

2. To expose orally knowledge about a social network.

3. To create the questionnaire.

4. To design and write a guide.

5. To plan an essay.

6. To revise and write an essay.

7. To participate actively in class 

8. To hand in on time the tasks.
	1. Daily observation.

2. Evaluation rubrics for the oral presentation and the poster.

3. Evaluation rubrics for the design and creation of the guide.

4. Assessment of the essay. 



	Resources
	Attention to diversity 

	Computers or tablets.

Cards on cyberbullying vocabulary.

Crafts material to do the posters.

Computer room. 

Google forms and Publisher. 

Padlet.


	Since most of the time students are working in groups or in pair, what we do is to establish heterogeneous groups. In that way, we let lower level students have the chance to work with mates who may help them. 


X.  CYBERBULLING: YOUNG PEOPLE AGAINST VIRTUAL AGRESSION 
Learning objectives:

This lesson will enable students the opportunity to: identify passwords as information that must remain private and not be shared; recognise that the use of someone else’s password is wrong and may be irresponsible; be aware of acceptable and unacceptable  communication when using the internet;  know when and how to seek parent/carer/adult/  counsellor advice if they are ever in a situation where they are unsure about sharing a piece of information for online purposes.

5-10 minutes:

Introduction:

Asking Who- What questions.

 Do you (and/or your friends) use the internet?

b) What do you/they use the internet for? Emails, play games with other people online, chat with friends online, homework and tutoring, etc.

c) What is a password? Have you used a password before? (This could include a generic password for logging onto school computers.)

d) Do you ever chat with other people online?

e) Who do you chat with?

f) What might you chat about?

Teacher instruction:

Generate class discussion and interest in the topic by questioning students. It may be necessary to define passwords for the younger students – what they are and why and how they are used.
Learner activities:

Students respond the questions

5 minutes:

A video about using the internet safely and responsibly. It is a short story about what can happen when passwords are shared possible questions for video discussion:

What did she do that caused the problem?

Shared her password with a friend.

What did Melanie do that caused the problem?

Used her password and pretended to be her and sent mean messages to Katie’s best friend.

15 minutes:

Ask students questions as part of a group discussion of the video concepts and to confirm their understanding.

Listen and ask questions. Respond to teacher questions.

Teacher explanation as required.

10 minutes: 

Teacher instruction
Highlight that this problem was sorted out but that could easily not have happened if the mothers had not  become aware of the incident or they each didn’t act in this way.

Other sources of help:

> family member (eg. big brother/sister)

> teacher

> Kids Helpline.

Rules for safely and responsibly using the internet to communicate could include (develop your own class list):

> Always keep your password secret

> Don’t use someone else’s password

> Don’t pretend to be someone else

> Get help from a responsible person if you feel uncomfortable about anything you see or read online

> Only use good communication on the internet. Write only what you would say face-to-face to someone. Do not hurt others’ feelings.
Conlusions: Students have papers written some useful statements about internet safety on it

https://youtu.be/1L4621F3WIo
XI. CYBERBULLING: INTERNET SAFE FOR STUDENTS
Grade level: 9th Grade
Duration:  40 minutes 
Description: This plan is designed to help students who are using the Internet to identify and avoid situations that could threaten their safety. 
Goals: 
1.To increase student knowledge of Internet safety

2.To aid the student in identifying dangers on the Internet

3.To build critical-thinking and decision-making skills relating to computer usage

4.To help students protect themselves from inappropriate behavior online
Content outline: 15 minutes
The teacher gives some useful tips how to be safe on the net.

A.Tell a parent or adult if someone you don’t know, a stranger, tries to talk to you online.  Tell students everyone’s face is hidden on the net

 C. Tell them any stranger can pretend to be a friend and you have no way of knowing who they are because they are behind the mask of the computer

D. Appropriate Websites

 Approved by parents, guardians or teachers

E. Appropriate Email and Messages

  Do not open email from strangers

 Do not open email with attachments

F. Appropriate Information to Give Out

  Do Not Give Out Personal Information

Name/ Where you live – city or address/ Telephone Number/ Birthdate/  Height/ /Weight Photo/ Parent’s name/ Information you can give out/  Likes and dislikeS

F. Meeting People on the Internet

Never arrange a face-to-face meeting with someone you met online.

Objectives:

By the end of this training, students will be able to

1. Identify five types of personal information

2. Identify types of online “Stranger Danger”

3. Identify appropriate people for communication

4. Identify how to protect themselves from inappropriate Internet behavior.
At the end of the lesson the teacher asks students to write some internet safety rules on papers (10 minutes).
The teacher asks students to create an Erasmus+ corner in the class ( 15 minutes).
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